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Abstract

In relation to its growth in size and user population, the Internet facesnew chal-
lengesthat have triggered the proposalsof value-addednetwork services,e.g., IP
multicast, IP traceback, Di�Serv, IntServ, etc. In addition, recent advancesin pro-
cessorand hardware techniques have enabled the production of high speed and
powerful routers. Therefore, it is not unreasonableto expect the Internet to pro-
vide a variety of value-addednetwork servicesother than packet forwarding in the
near future. Depending on their purposes,value-addedservicesmay improve the
scalability and e�ciency of end userapplications or may enhancethe reliabilit y and
security of the network infrastructure. On the other hand, they may incur non-trivial
overheadon the routers providing theseservices.It is a thorny problem to reach a
balancebetweenthe performanceof value-addedservicesand the incurred overhead.
In this paper, we study this problem in the context of both reliable multicast and
distributed denial-of-service(DDoS) defense.In either scenario,a software agent is
activated at somerouters in a tree topology to provide the required functionalit y.
We formulate the problem as load-balanced agent activation problem (LBAAP).
Our goal is to develop a mechanism to activate value-addedservice agents in the
network for the purposeof reaching a balancebetween the performanceand over-
head. We develop a polynomial time algorithm to solve the LBAAP problem in
single tree case,and proposea heuristic for the LBAAP problem in the casewhere
multiple treesexist in the network, a problem we conjecture is NP-hard. Finally we
evaluate the performancesof various approaches for activating value-addedservice
agents through simulation.
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1 In tro duction

During the recent years, several new technologies/serviceshave been pro-
posed/introduced into the Internet. These include quality of service (QoS)
routing [1,2],content delivery networks [3],multicast communication services[4],
and soon. In addition, the increasingrate of denial-of-service(DoS) attacks in
the Internet hasclearly shown the needfor e�ective DoS defensemechanisms
most of which require additional support from the network [5{7].

One common characteristic of these technologiesis that they introduce ad-
ditional functionalities into the network devices,i.e., routers and/or servers
co-located with routers. In this paper, we refer to this type of additional
functionalities asvalue-addednetwork services(VAS). VASs are typically im-
plemented assoftware modulesat routers and/or co-located servers.We refer
to this type of software modules as VAS agents. A VAS agent at a network
device can be turned on (activated) or turned o� (deactivated). If a VAS
agent is activated at a device,we say that the device hosts the VAS agent.
VAS agents help to improve the performanceof end user applications and to
enhancethe robustnessof the network infrastructure. However, VAS agents
incur non-trivial overheadon the deviceshosting them.

In this paper,weusereliablemulticast anddistributed denial-of-service(DDoS)
defenseasexampleservicesto study the tradeo� betweenthe VAS performance
and the overheadintroducedby VAS agents on the network devices.Our goal
is to develop a mechanism to activate VAS agents on a proper set of network
devicesso that (1) VAS performancerequirements are satis�ed and (2) the
resulting assignment does not causeany load imbalanceamong the network
devices.

1.1 ReliableMulticast

Reliablemulticast is a value-addednetwork servicethat providesreliable data
transport from a single sourceto multiple receivers in the Internet. A key
challenge in reliable multicast is scalability. The main di�cult y in making
reliable multicast scalableis the feedback messageimplosion at the multicast
sourcesite. As the number of receiversincreases,their feedback messagesback
to the sourcecould eventually overwhelm the computing resourcesand even
the link bandwidth at the sourcesite.

The usual approach to ensurereliable delivery in reliable multicast protocols
is the useof Negative Acknowledgements (NAK). That is, receivers sendout
NAK messagesto inform the sourceabout packet loss.Comparedwith Positive
Acknowledgement (ACK), NAK in reliable multicast can alleviate feedback
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messageimplosion at the sourceas long as the chanceof packet lossis lower
than that of successfulpacket delivery. In a NAK protocol, when a packet
lossoccurs closeto the source,most of the receivers will detect the lossand
sendout NAK messages.The mere amount of theseNAKs can easily result
in implosion at the source.

One commonapproach to avoid feedback implosion at the sourcesite is feed-
back suppression.In this scheme,a VAS agent, calledNAK suppressionagent,
is set up at internal nodes in a multicast tree. NAK messagesare unicasted
from the receiver to its nearestancestornodehostinga NAK suppressionagent
in the multicast tree. The ancestornode then forwards one NAK messageto
its nearestagent-hosting ancestornode and suppressesall duplicate NAKs.

NAK suppressionagents are helpful for implosion prevention which is a key
issuein reliable multicast. At the sametime, however, they incur memoryand
processingoverheadon routers.A NAK suppressionagent must storesequence
number information for each outstanding NAK messageto suppressfuture du-
plicate NAKs. NAK messagesare extracted from the IP fast forwarding path
for a moredetailed processingat the router wherethe NAK suppressionagent
is activated. The NAK suppressionagent examinesevery received NAK to
decidewhether to forward it or to suppressit. Moreover, in order to eliminate
the security vulnerability of falseNAKs, the NAK suppressionagent needsto
deploy someauthentication mechanism [8].

1.2 DDoS Defense

DoSattacks work by 
o oding someresource(a remoteserver or network) with
large amounts of tra�c, thereby preventing legitimate users from accessing
that resource.A DDoS attack is a type of DoSattack wherethe attack tra�c
originates from multiple sources.(D)DoS attacks are threatening the utilit y
of the Internet severely [9]. There has beena substantial amount of research
work on defendingagainst (D)DoS attacks.

The goalof IP traceback [5,6] is to construct the attack tree of a DDoS attack,
which is composedof the network paths from attack sourcesto the victim.
In practice, wily attackers can counterfeit extra routers into the traceback
path [5] and IP traceback may be only partially deployed in the network [10].
Becauseof these practical limitations, the current IP traceback techniques
can only construct an approximate or incomplete attack tree for a DDoS
attack. Inaccurateattack treesarestill valuableto DDoSdefenseasthe defense
measuressuch as packet �ltering can be applied closerto the attack sources.
Due to the possibility of sourceIP spoo�ng [11], the e�ective way to identify
attack tra�c is basedon destination IP addresses.Blocking attack tra�c based

3



on destination IP addressesusually incurs collateral damage, that is, blocks
the innocent tra�c destined to the victim. Therefore, a better DoS defense
measureis rate-limiting, instead of blocking, the attack tra�c.

Pushback [7] is a cooperative mechanism in which a router can ask upstream
routers to rate-limit DoS attack tra�c. Given an attack tree constructed in
IP traceback process,pushback mechanism can be usedto (1) determine the
rate limits for the attack tra�c at di�erent routers in the attack tree and
(2) decidewhen to stop the rate-limiting process.In pushback, a VAS agent,
called aggregate-basedcongestioncontrol (ACC) agent, is activated at the
routers in an attack tree. The ACC agent at a router periodically reports
local status to the nearest ancestor ACC agent in the attack tree through
a pushback feedback message. After combining the feedback from the nearest
descendent ACC agents and local status, the ACC agent calculates/updates
the rate limits for the attack tra�c at the current router and the descendent
routers, and then informs the ACC agents at thosedescendent routers.

Similar to NAK suppressionagents, ACC agents incur memoryand processing
overheadon routers. ACC agents keeptrack of the status of attack tra�c and
reconsider rate limiting decisionsperiodically to update the rate limit for
attack tra�c. For each arriving packet, ACC agents need to check whether
that packet belongsto attack tra�c, and if so, forward or discard the packet
accordingto the rate limit for the attack tra�c.

1.3 Load-Balanced Agent Activation

In either reliable multicast or DDoS defense,a key problem is to decidewhere
to activate VAS agents (NAK suppressionagents or ACC agents) in a tree
topology(multicast tree or attack tree). On onehand,a trivial approach which
activates a VAS agent at every router in the tree meets VAS performance
requirements (prevent implosion at the reliable multicast sourceor protect
the victim under DDoS attack from malicioustra�c), but leadsto excessively
high total memory and processingoverhead on the routers. On the other
hand, activating VAS agents at just a few routers in the tree reducesthe
total overhead,but may fail to satisfy the performancerequirements, or even
worse,may overload somerouters with excessive feedback messages,thereby
degradingthe performanceof packet forwarding for all tra�c through those
routers.

In the context of multiple trees,the situation becomeseven morecomplicated.
If many multicast/attac k trees pass through a router, the trivial approach
mentioned above will activate a VAS agent for every tree and the resultant
memory requirement could overload the router. A naive solution to avoid the
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memory overload on routers is to deactivate the VAS agent for a randomly
chosentree at the overloadedrouter. However, such an approach has a de�-
ciency that the casualselectionof the tree being \dropp ed" may impair the
VAS performanceor overloadother routers in that treewith excessive feedback
messages.

Reaching a compromisebetween the VAS performanceand the overheadof
VAS agents is a complexproblem. In this paper we explore a simpli�ed ver-
sion of that problem, referredto asLoad-BalancedAgent Activation Problem
(LBAAP). Speci�cally, the LBAAP problem is

how to determine the number and placement of VAS agents in order to
satisfy VAS performancerequirements, with minimal total memory and
processingoverheadon routers and without overloading any router.

We examinethe LBAAP problemin di�erent contexts, proposecorresponding
algorithms, and evaluate the performancesof various approaches by simula-
tion.

1.4 Paper Organization

The rest of this paper is organizedas follows. In Section 2, we de�ne and
analyze the LBAAP problem. In Section 3, we study the LBAAP problem
and proposealgorithms for both single tree caseand multiple tree case.In
Section4, we evaluate the performancesof various VAS agent activation ap-
proachesby simulation. In Section 5, we discussthe limitations of our algo-
rithms and possibleextensions.We survey related work in Section6. Finally,
we concludethe paper in Section7.

2 Preliminaries

In this section,we introducethe models,de�nitions, and assumptionsusedin
this paper.

In the context of either reliablemulticast or DDoSdefense,an agenttree struc-
ture can be constructed for describing the relationship among the involved
entities. In the agent tree of a reliable multicast session,the leaves represent
multicast group receivers and the internal nodesrepresent routers with NAK
suppressioncapability. The root of the agent tree corresponds to the edge
router at the multicast sessionsourcesite. In the context of DDoS defense,
the nodesin the agent tree represent the routers which support ACC agents.
The root of the tree corresponds to the edgerouter connectedto the DDoS
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Fig. 1. (a) Multicast tree. (b) Agent tree.

victim. If we assumethat all the routers in the network support value-added
services,then the agent tree overlaps the underlying multicast/attac k tree.
Otherwise, it overlays the multicast/attac k tree. As an example,Figure 1 il-
lustratesthe relationshipbetweena multicast treeand the correspondingagent
tree. The internal nodesin deepcolor represent routers with NAK suppression
capability. Those NAK suppressioncapablerouters and receivers constitute
an agent tree which overlays the multicast tree. Sincethe discussionin this
paper is basedon the agent tree structure de�ned above, we will simply refer
to an agent tree in reliable multicast or in DDoS defenseas a multicast tree
or an attack tree, respectively.

Given an agent tree, we assumea VAS agent is always activated at the root
and each leaf sendsout messagesup the tree. We assumethat the multicast
sourceexpectsto receive onesingleNAK for a singlepacket lossevent. Hence
a NAK suppressionagent is always activated at the root of the multicast tree
in order to guarantee that. As to DDoS defense,we assumethat ACC agents
are always activated at all the leaves and the root of the attack tree. The
ACC agent at the root controls the whole DDoS defenseschemeon behalf of
the victim. Activating ACC agents at the leaves is to maximize the e�cacy
of DDoS defensesincethe attack tra�c is throttled furthest from the victim.
Therefore, the internal nodesexcept the root of an agent tree has the option
to activate or deactivate VAS agents. Each leaf and activated agent in the
agent tree sendsa feedback messageto its nearestancestornode hosting an
agent.

We also assumethat a VAS agent supports only one application instance
(agent tree) and multiple agents needto be activated to handle multiple ap-
plication instances.The majorit y of the memory overhead introduced by a
VAS agent is the amount of memory recording the application state informa-
tion; the memory foot print of the agent program itself is �xed and negligible.
Hence, having an agent support a single or multiple application instances
makeslittle di�erence to the problem discussedin this paper.
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Fig. 2. (a) No agent is activated at any internal node. (b) An agent is activated at
internal node v2.

The number of the children of a particular node in a tree is called the degree
of that node. If a VAS agent is activated at a node in an agent tree, the degree
of that node re
ects the lower bound of the number of feedback messages
received by that node. In reliable multicast, the worst case occurs when a
singlepacket lossnear the multicast sessionsourcemakesevery receiver emit
a NAK messagetoward the source.If a NAK suppressionagent is activated
at an internal node in a multicast tree, then the number of NAK messages
received by that node in the worst casewill never be lessthan the degreeof
the node. In DDoS defense,each ACC agent sendsout a pushback feedback
messageup the attack tree every pushback refresh period. If an ACC agent
is activated at a node in an attack tree, the degreeof the node gives the
minimal number of pushback feedback messagesreceived by that node during
a pushback refreshperiod. Consideran internal node v hosting an agent in an
agent tree: the more the agents activated at its children, the lessthe feedback
messagesreceived by node v. If an agent is activated at each of the children
of v, then the number of feedback messagesarriving at node v is the same
as its degree.For example,in Figure 1-b, degree(v1) = 2; if activating agents
at v2 and v6, the number of feedback messagesreceived by v1 will be also 2;
otherwise,the number will be larger than 2.

The weightof a tree node is de�ned asfollows: if the node is a leaf, its weight is
1; if the node is an internal nodehosting an agent, its weight is 1; otherwiseits
weight is the sumof the weights of all of its children. Wecanregardthe weight
of a node as the number of feedback messagessent up the tree from/via that
node. Supposean internal node v is not hosting an agent and its weight is w.
If a VAS agent is activated at node v, then the number of feedback messages
received by nodev will be w. In reliablemulticast, nodev will receive w NAKs
in the worst case.In DDoS defense,node v will receive w pushback feedback
messagesevery pushback refreshperiod. The de�nition of weight is illustrated
in Figure 2. The number besideeach nodein the agent tree is the weight of the
node.In Figure 2-a,no agent is activated in the tree, soweight(v2) = 1+ 1 = 2.
In Figure 2-b, an agent is activated at node v2, so weight(v2) = 1, and the
number of feedback messagesreceived by v2 is 2.
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We de�ne the processingoverhead of an agent to be the number of feedback
messagesreceived by the agent. For example, the processingoverheadof an
NAK suppressionagent is the number of NAKs received in the worst case;and
the processingoverheadof an ACC agent is the number of pushback feedback
messagesreceived every pushback refreshperiod. The processingoverhead on
a router is the sum of the processingoverheadof all agents activated at the
router. We assumethat the memory overhead intr oduced by an agent is con-
stant with a valueof 1. Hencethe memoryoverhead on a router is the number
of agents activated at the router. Given an agent tree, each leaf and activated
agent in the tree sendsonefeedback messageto its nearestancestornodehost-
ing an agent. Therefore the total processingoverheadequalsthe sum of the
number of leavesand the number of agents. Thus, minimizing the number of
agents is equivalent to minimizing the total memory and processingoverhead
on routers.

The memoryload boundon routersspeci�es the amount of the memorydevoted
for the VAS functionality, i.e., how many VAS agents can be activated at a
router. The processingload bound indicates the number of arriving feedback
messageswhich a router can a�ord. The processingload bound re
ects not
only the amount of computing resourcesavailable for value-addedservicesat a
router, but alsothe amount of link bandwidth available for receivingfeedback
messages.

Given certain memory and processingload bounds on the routers through
which an agent tree passes,locating routers to activate VAS agents without
exceedingthe speci�ed bounds for memory and processingcapabilities pre-
vents overloading routers and achievesload balancingamongrouters.

In this work, we assumethat agent tree topologiesare already known. Typ-
ically, Internet serviceproviders (ISPs) have accessto multicast/attac k tree
information within their domains. Our work concernsVAS agent activation
within a domain. If a multicast/attac k tree spansseveral domains,our algo-
rithms can be used to �nd an activation of agents in each domain, for the
portion of the tree which spansthat domain. In addition, several approaches,
such as tracetree [12] and FIT [13], have beenproposedto e�cien tly and ef-
fectively collect multicast/attac k tree topologiesin the Internet.

3 Load-Balanced Agen t Activ ation Problem (LBAAP)

We examinethe LBAAP problem in both single tree and multiple tree cases
and proposealgorithms to solve the problem in thesecases.
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3.1 SingleTree Case

In the context of a singletree at most oneVAS agent needsto be activated at
a router. As long as the memory load bound is not set to be 0, the memory
overheadintroducedby an agent will not overloadthe router. Thus, we do not
considerthe memory overheadissuein the single tree case.Sincethe degree
of an internal node is the lower limit of the processingoverheadintroduced
by an agent on the node, we assumethe processingload bound is never set to
be smaller than the degreeof any internal node in an agent tree.

The LBAAP problem in singletree casecan be de�ned as follows. The input
consistsof an agent tree T rooted at r and a processingload bound PB. The
processingoverheadon an internal node v is represented aspd(v). The goal is
to selecta set of internal nodes,R, to activate a VAS agent at each node in
R, satisfying the following conditions:

(1) r 2 R,
(2) 8v 2 R; pd(v) � PB, and
(3) the sizeof R is minimal.

We �rst show a canonicalactivation of agents, then present an algorithm to
�nd such a solution in linear time. Given an optimal activation of VAS agents
in a tree with a processingload bound PB, we can transform this activation
into another optimal activation which satis�es the following two conditions:

(1) For any internal node v which hosts an agent but whoseparent p does
not host one, if we deactivate the agent at node v and activate an agent
at v's parent p, then the processingoverheadintroducedby the agent on
p will exceedthe processingload bound PB.

(2) For any internal node v which hosts an agent and has siblings, the pro-
cessingoverheadon node v is not smaller than the weight of any of its
siblings.

Given an optimal agent activation in a tree with processingload bound PB,
we can transform this activation as follows. First we move each agent ashigh
in the tree as possiblewithout violating the load constraint. In other words,
if an agent is activated at a node v but no agent is activated at v's parent
p, then the following statement must be true. If we do not activate the agent
at v but activate an agent at its parent p instead, the processingoverhead
on p, which is the sameas the weight of p when no agents are activated at p
and v, will exceedPB. Otherwise, we can do such transformation to obtain
a new solution with the samenumber of agents. Second,we move each agent
from the node where it is located to a sibling node whoseweight is larger
than the processingoverheadintroducedby the agent on the current node, if
possible.In other words, if we activate an agent at a child u of a node p, but
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/* T is an agent tree rooted at r */

/* PB is a processing load bound */

LBAAP (T, PB) f

pd(r ) := Activ ateAgent( r )

activ ate a VAS agent at r

g

/* activ ate VAS agents in the subtree rooted at v */

/* return weight (v) after the activ ation */

Activ ateAgent( v) f

if v is a leaf node then f

return weight( v)

g else f

weight( v) := 0

for each child u of v do

weight( v) := weight( v) + Activ ateAgent( u)

while weight( v) > PB do f

select an internal node child u of v with largest weight

activ ate a VAS agent at u

pd(u) := weight( u)

weight( v) := weight( v) - weight( u) + 1

weight( u) := 1

g

return weight( v)

g

g

Fig. 3. LBAAP algorithm for the single tree case.

not at another child v of p, then it must be the casethat pd(u) � weight(v).
Otherwise,we do such transformation and the weights of all ancestorsof node
u remain the sameor decrease,and then we obtain a new solution with the
samenumber of agents.

Our algorithm works as below. Given an agent tree T and a processingload
bound PB, we processtree T in a bottom-up approach. For every internal
node v, if weight(v) > PB, selecta child node, u, which is an internal node
with the largestweight amongall the children of v, and activate a VAS agent
at u. After that activation, weight(v) reducesto weight(v)� weight(u)+ 1, and
weight(u) becomes1. We repeat the operation above until weight(v) � PB,
then go to the next node. The correctnessof the algorithm follows from the
argument above on the canonical activation of agents. The running time of
the algorithm is O(n � d), wheren is the number of the internal nodesin the
tree, and d is the averagedegreeof all internal nodes. Figure 3 shows the
pseudocode of the algorithm.
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3.2 Multiple Tree Case

In this section we consider the LBAAP problem in the context of multiple
trees. In the multiple tree case,multiple multicast/attac k trees exist in the
network and somerouters appear in several trees simultaneously. Consider
multiple agent trees passthrough a router v. If the memory load bound is
smaller than the number of trees, router v cannot activate a VAS agent for
every tree, so it has to choosesomeof the trees for which it would not of-
fer value-addedservice.A random selectionof the tree being \dropp ed" from
router v may make excessive feedback messages
o w to someancestorrouter
in that tree. That may overload the ancestorrouter with excessive feedback
messages.Thus, an intelligent selectionof the treesbeing served is an impor-
tant issue.Sincea VAS agent is always activated at the root of an agent tree,
we assumethat no router is the root of morethan M B agent trees,whereM B
is the memory load bound. In other words, a router is connectedto at most
M B reliable multicast sourcesor at most M B victims under DDoS attack.

The LBAAP problem in multiple tree casecan be de�ned as follows. The
input consistsof a graph G = (V; E), with V denoting the set of nodesand E
denoting the setof edgesconnectingthe nodes,and a setT = f T1; T2; : : : ; Tm g
of m agent trees in G. Let Vr = f v 2 V and v is an internal node of Ti (1 �
i � m)g. Each tree Ti 2 T is rooted at r i 2 Vr . The memory load bound is
M B, and the processingload bound is PB. The memory overheadon a node
v is represented asmd(v), and the processingoverheadon v is represented as
pd(v). The goal is to selecta set of nodesR � Vr , and for each node v 2 R,
activate nv (nv � 1) agents on it, satisfying the following conditions:

(1) r i 2 R; for 1 � i � m,
(2) 8v 2 R; md(v) � M B,
(3) 8v 2 R; pd(v) � PB, and
(4)

P
v2 R nv is minimized.

As we will seein Section3.3, even in a simpli�ed model, the LBAAP problem
in multiple tree caseturns out to be much harder than the singletree case.We
conjectureit is NP-hard basedon the fact that a minor variation of the multi-
tree LBAAP problem is NP-hard (discussedin the next subsection).Sincewe
believe the multi-tree LBAAP problem is NP-hard, rather than computing
an optimal solution, in this paper we focus on computing a feasiblesolution.
Speci�cally, we proposea heuristic to solve the LBAAP problem in multiple
tree case.

First at all, we de�ne an operation on trees,callednode removal. Removing a
node v from a tree T meansto remove node v from tree T and make all the
children of v to be the children of v's parent. The root of a tree can not be
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Fig. 4. (a) Before removing node v2. (b) After removing node v2.

removed. An example is shown in Figure 4. In practice, removing a node v
from a tree T correspondsto that router v would not o�er value-addedservice
to tree T.

The heuristic proceedsin two steps:

(1) Tree Selection: For each node v which appears in more than M B trees
asan internal node, we selectM B treesto be served by v. The selection
is basedon the potential processingoverheadon the parent of v in each
tree if a VAS agent is not activated at v for that tree. Let Nv denotethe
number of the trees in which a node v appearsas an internal node. The
selectionalgorithm is asbelow. For each node v 2 Vr , if Nv � M B, then
all Nv trees are selectedas candidateswhich are supported by node v
with VAS agents. Otherwisewe needto selectM B out of Nv treesin the
following way.
(a) For each tree Ti passingthrough v, if v is the root of Ti , selectTi as

a candidate.
(b) After step (a), if the number of candidatesis smaller than M B, then

for each of the remainingtrees,remove nodev from the tree. Arrange
thesetrees into a list in decreasingorder accordingto the degreeof
the parent of node v in each tree. Select trees from the beginning
of the list as candidates until the number of candidates increases
to M B. For the trees selectedas candidates,undo the operation of
removing node v and restorethem to their previoustopologies.

(2) ProcessingLoad Bound Assignment:After making the tree selectionfor
each node v 2 Vr , each tree remains the samesize or it changesto a
smaller size tree, by removing someinternal nodes.We assignthe pro-
cessingload bound L = P B

M B to each tree. Then, we apply the LBAAP
algorithm for the single tree caseindividually on each tree.

Step 1 makessure that each router supports no more than M B agent trees,
and then the memoryload bound is satis�ed. Step2 makessurethe processing
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overheadon each router is not larger than PB, and then the processingload
bound is satis�ed.

When the processingload bound L is smallerthan the degreeof someinternal
node in a tree, the LBAAP algorithm for single tree casecan not produce a
solution for agent activation in that tree. When the processingload bound
on routers, PB, is set to be smaller, the processingload bound L assignedto
each tree becomessmaller.When the memory load bound on routers, M B, is
set to be smaller, more nodesare removed from each tree, and the degreesof
somenodesin the treesbecomelarger.Thus,whenthe memoryand processing
load boundson routers are set to be too small, the LBAAP heuristic for the
multiple tree casemay not producea solution even if there exists one.

3.3 Hardnessof Multi-tr ee LBAAP Problem

We conjecture the LBAAP problem in multiple tree caseis NP-hard, as a
minor variation of the multi-tree LBAAP problem is NP-hard.

Considera graphG = (V; E), with V denotingthe setof nodesand E denoting
the set of edges.Let T = f T1; T2; : : : ; Tm g be a set of m agent trees in G. Let
Vr = f v 2 V and v is an internal node of Ti (1 � i � m)g. Each edgein E
appearsin sometree Ti and no edgesaresharedby any two di�erent trees,but
multiple treesmay sharethe samenode in V. Multiple VAS agents areallowed
to be activated at a nodev 2 Vr and oneagent cansupport multiple trees,but
each tree passingthrough node v can be associated with at most oneagent at
v. There is no memoryload bound or processingload bound on nodes.Instead,
we set the processingload bound L on agents. The objective is to activate as
few agents aspossiblesuch that no agent hasa processingoverheadmorethan
L. We call this problem V-LBAAP . Clearly, this is a variant of the multi-tree
LBAAP problem.

Sincethe trees in T do not shareedges,we can treat each tree Ti 2 T inde-
pendently and computean optimal agent activation for Ti using the LBAAP
algorithm for the single tree case.Supposewe already �nished executingthe
LBAAP algorithm for each tree in T. Then, at each node v, the number of
agents is kv (0 � kv � m) such that each agent supports just one tree. In the
V-LBAAP problem, an agent may support multiple trees as long as its pro-
cessingoverheaddoesnot exceedL. Sowe would like to minimize the number
of agents at each node by making singleagent support multiple treeswithout
violating the load constraint, thereby minimizing the total number of agents.

The task of minimizing the number of agents at a node can be formulated
as follows. The input consistsof a �nite collection of n integers d1; : : : ; dn ,
and an upper bound L (L � di , for 1 � i � n). Theseintegersrepresent the
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processingoverheadsof the agents each of which supports just one tree. L
is the processingload bound on agents. The goal is to decidethe minimum
number of groups into which the integerscan be assignedsuch that the sum
of the integersin each group doesnot exceedthe bound L. This is precisely
the integer bin packing problem which is known to be NP-hard [14].

4 Evaluations

We evaluate the performancesof various VAS agent activation approaches
by simulation in the context of both a single tree and multiple trees. To the
best of our knowledge,the LBAAP problem has not beenaddressedbefore.
So we comparethe algorithms presented in the previous section with some
approachesproposedby ourselves.

The metrics usedto evaluate the performanceare total memoryoverheadand
total processingoverheadon routers. In the singletree case,aswe mentioned
in Section 2, the total memory overheadequalsthe number of VAS agents,
and the total processingoverheadequalsthe sum of the number of leavesand
the number of agents. In the multiple tree case,the total memory overhead
is the sum of the total memory overheadin all trees,and the total processing
overhead is the sum of the total processingoverhead in all trees. In other
words, the fewer the VAS agents, the lower the total memory and processing
overhead.

Becausethe research on DDoS defenseis at an early stage, there is no data
available on attack tree topologies.Sowe experiment on activating NAK sup-
pressionagents in multicast trees in simulation. We believe we would get the
similar simulation results in the context of DDoS defense.

4.1 SingleTree Case

For the single tree case,we evaluate three VAS agent activation approaches.
The �rst approach is the LBAAP algorithm for the singletree case,presented
in Section3.1. The secondapproach, called full deployment(FD) approach, is
to activate a VAS agent at every internal node in the agent tree. And the third
approach, calledbranchingpoint deployment(BPD) approach, is to activate a
VAS agent at every branching point in the agent tree.

The simulation is based on the real multicast tree topologies collected by
Chalmerset al. using mwalk [15]. Table 1 shows the multicast trees used in
the simulation. Each tree is presented with the number of internal nodes,the
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T ree # of In ternal No des # of Lea ves Highest Degree

1 163 50 6

2 207 49 4

3 255 99 7

4 271 100 5

5 427 247 11

6 453 248 11

7 587 497 32

8 598 496 30

9 762 993 71

10 774 992 71

Table 1
Multicast Trees.
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Fig. 5. Single Tree Case:Total Memory Overhead.
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Fig. 6. Single Tree Case:Total ProcessingOverhead.

number of leaves,and the highest degreeof all nodes.We set the processing
load bound on routers to be the highest degreeof all nodes,becausenoneof
thesethree approachescan �nd a feasiblesolution for agent activation with a
lower processingload bound.

Figure 5 shows the results of the total memory overhead incurred by these
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three agent activation approaches.X-axis denotesthe multicast tree usedin
the simulation, and Y-axis denotesthe total memory overhead on routers.
The Y-axis is in logarithmic scale.The FD approach results in the highest
total memory overhead,the BPD approach results in lower overhead,and the
LBAAP algorithm results in the lowest overheadwith a signi�cant di�erence
comparedto the other two approaches.Figure 6 shows the resultsof the total
processingoverhead.We have a similar observation: the LBAAP algorithm
results in the lowest total processingoverheadamongthesethree approaches.
Theseresults demonstratethat the LBAAP algorithm for the singletree case
leadsto smaller total memory and processingoverheadon routers compared
with the FD and BPD approaches.

4.2 Multiple Tree Case

For the multiple tree case,we compare the LBAAP heuristic, presented in
Section3.2, with two alternative agent activation approaches.Thesetwo ap-
proachesare the extendedFD and BPD approaches for the single tree case,
respectively. The extended FD (EFD) approach is to activate a VAS agent at
every internal node in each agent tree, and deactivate randomly chosenagents
at routers when the memory overhead on the routers exceedsthe memory
load bound. The extended BPD (EBPD) approach is to activate a VAS agent
at every branching point in each agent tree, and deactivate randomly chosen
agents at memory overloadedrouters.

The solution given by the LBAAP heuristic is always a feasiblesolution for
agent activation, though the LBAAP heuristic can not produce a solution
when the memory and processingload bounds are too small. The other two
approaches always produce a solution no matter what values the memory
and processingload boundsare, but the solution may not be feasible.These
two approaches only considermemory load bound, omitting the processing
load bound. A random selection of the agent being deactivated may make
excessive feedback messages
o w to someancestorrouter in the agent tree so
that the processingoverheadintroducedby the agents on that router exceeds
the processingload bound.

In the multiple tree case,the simulation needsto be basedon multiple trees
within a network. The multicast trees generatedby mwalk are rooted at the
samerouter. Contrary to the singletree case,the mwalkdata cannot represent
a realistic scenariofor the evaluation in the multiple tree case.Becauseof this
reason,we usesynthetic multicast tree topologiesin the simulation. We create
ten transit-stub graphsusingthe GeorgiaTech Internetwork TopologyModels
(GT-ITM) [16]to simulate network topologies.The sizesof thosegraphsrange
from 95 to 980 nodes. Given a transit-stub graph, we randomly chooseone
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Group Net SumR SumL N1 N2 N3 N4

1 95 152 101 5 13 19 16

2 180 306 207 11 13 39 38

3 280 404 228 10 37 42 48

4 380 547 353 23 67 62 51

5 475 724 490 12 63 95 75

6 580 717 527 43 96 110 38

7 680 1093 722 20 97 130 122

8 780 1169 805 43 95 132 135

9 870 1419 1003 18 95 162 181

10 980 1563 1047 37 113 188 184

Table 2
Multicast Tree Groups.
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Fig. 7. Multiple Tree Case:Total Memory Overhead (4 Multicast Trees,Memory
Load Bound = 2).

node asmulticast sourceand multiple nodesas receivers of a multicast group
from stub domains in that graph. We usethe Network Simulator (ns-2) [17]
to simulate the multicast sessionand extract the multicast forwarding path
as a multicast tree over the network topology. For each network topology,
we generatefour multicast trees to form a group as the input for the agent
activation procedure. Table 2 shows the multicast tree groups used in the
simulation. The �rst column in the table is the group number, the second
column is the size of the network from which a group of trees are created,
the third column is the sum of the internal nodesof all trees in a group, the
fourth columnis the sumof the leavesof all treesin a group,and the remaining
columnsare the numbersof routers in the network through which 1, 2, 3, and
4 multicast treespass,respectively.

In the simulation, we set the memory load bound on routers to be 2 and 3,
respectively. For each memoryload bound,wesetthe processingload bound to
be the smallestvalue such that the LBAAP heuristic can producea solution.
Figures 7 and 8 show the results of the total memory overhead incurred by
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Fig. 8. Multiple Tree Case:Total Memory Overhead (4 Multicast Trees,Memory
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Fig. 9. Multiple Tree Case:Total ProcessingOverhead(4 Multicast Trees,Memory
Load Bound = 2).
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Fig. 10. Multiple TreeCase:Total ProcessingOverhead(4 Multicast Trees,Memory
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these three agent activation approaches, with the memory load bound set
to be 2 and 3, respectively. X-axis denotesthe multicast tree group used in
the simulation, and Y-axis denotesthe total memory overhead on routers.
The Y-axis is in logarithmic scale.The EFD approach results in the highest
total memory overhead, the EBPD approach results in lower overhead,and
the LBAAP heuristic results in the lowest overhead.Figures 9 and 10 show
the results of the total processingoverhead,with the memory load bound set
to be 2 and 3, respectively. We observe similar results: the LBAAP heuristic
resultsin lower total processingoverheadthan the other two approaches.These
resultsdemonstratethat the LBAAP heuristic for the multiple tree caseleads
to smaller total memory and processingoverheadon routers comparedwith
the EFD and EBPD approaches.

Since the EFD and EBPD approaches omit the processingload bound and
work with randomness,for the samemulticast tree topologiesand memory
load bound, each time the producedsolution for agent activation is di�erent,
and may or may not satisfy the processingload bound requirement. For a
given memory load bound, we executeboth EFD and EBPD approachesfor
20 times, each time collecting the highestvalue of the processingoverheadon
routers. For each memory load bound, we also run the LBAAP heuristic and
collect the highest processingoverheadon routers, with the processingload
bound set to be the smallestvaluesuch that the LBAAP heuristic canproduce
a solution. Given a solution for agent activation, if the processingoverhead
on somerouter exceedsthe processingload bound, then that router will be
overloadedby excessive feedback messagesand the solution is not feasible.

Figures 11 and 12 show the results of the highest processingoverhead on
routers. X-axis denotesthe multicast tree group usedin the simulation, and
Y-axis denotes the highest processingoverhead on routers. In the �gures,
the horizontal bar represents the lowest processingload bound such that the
LBAAP heuristic canproducea solution; the point represents the highestpro-
cessingoverheadon routers in the solution producedby the LBAAP heuristic;
�nally , two vertical bars represent the range of the highest processingover-
head on routers produced by the EFD and EBPD approaches, respectively.
In Figure 11, the memory load bound is set to be 2, and the processingload
bound is set to be the smallestvalue such that the LBAAP heuristic can pro-
duce a solution, which is always feasible.The EFD and EBPD approaches
hardly produce a solution for agent activation wherein the highest value of
the processingoverheadon routers is lessthan the processingload bound. In
Figure 12, the memory load bound is set to be 3, and the processingload
bound is still set to be the smallestvalue such that the LBAAP heuristic can
�nd a feasiblesolution. In most casesthe EFD and EBPD approaches�nd a
feasiblesolution, but sometimesfail to �nd a feasiblesolution.

Based on the simulation results, we can �nd that the (E)FD and (E)BPD
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Fig. 11. Multiple TreeCase:Highest ProcessingOverhead(4 Multicast Trees,Mem-
ory Load Bound = 2).
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Fig. 12. Multiple TreeCase:Highest ProcessingOverhead(4 Multicast Trees,Mem-
ory Load Bound = 3).

approaches for VAS agent activation are simple and easyto implement, but
leadto high total memoryand processingoverheadon routers. The VAS agent
activation algorithms proposedin this paper are morecomplexthan the other
two approaches,but lead to lower total memory and processingoverheadon
routers. Furthermore, in the context of multiple trees, when routers do not
have abundant memory and computing resourcesfor VAS agents, that is,
when the memory and processingload bounds are low, the EFD and EBPD
approachescan not �nd a feasiblesolution for agent activation, whereasthe
LBAAP heuristic can still producea feasiblesolution.

5 Discussion

The VAS agent activation algorithms proposedin this paper take agent tree
topologiesasthe input. The deployment of thesealgorithms in practicecanbe
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done in a centralized manner. That is, the algorithms are implemented on a
central server, which collectsthe agent tree topologies,invokesthe algorithms,
and then commandsthe relevant routers to activate VAS agents.

In this paper, we assumethat multicast/attac k tree topologiesare known to
us. Previous work [12,13]studied how to e�cien tly collect multicast/attac k
tree topologiesin the Internet. The algorithms proposedin this paper can be
executedin polynomial time in a centralized manner. It takesonemore RTT
for the central server to commandthe selectedrouters to activate agents. So,
the time for agent activation processstays within acceptablelimits.

In reliablemulticast, the centralized mannermay be ine�cien t if the multicast
group is dynamic. When the multicast tree topology varies frequently, the
overheadof the algorithms on computing resourcesand network bandwidth
will increasenoticeably. On one hand, in most applications that usereliable
multicast, such as one-to-many reliable �le transfer, the set of receivers is
mostly static and is known to the sourcein advance. As a result, the tree
topology of a reliable multicast sessionis relatively stable during the lifetime
of the session.On the other hand, if the structure of a multicast tree changes
partially, i.e., in a subtree, the agent activation algorithms can be applied to
the subtree to compute a new solution for agent activation in that subtree.
Through combining this new solution for the subtree and the old activation
of agents in the rest of the tree, we can get a new solution for the whole tree.
When applying the agent activation algorithms to a subtree instead of the
whole tree, the overheadon both computation and bandwidth is reduced.For
instance, a router v hosts an agent for a multicast session.When the agent
receives more NAKs than its upper limit, v sendsa request to the server to
ask for recomputing the activation of agents in the subtreerooted at v. The
server will collect the current topology of the subtree,invoke agent activation
algorithms, and activate agents in the subtree.

In DDoS defense,the attack tree is relatively stable. Moreover, even an inac-
curate attack tree is still useful for defendingagainst DDoS attacks.

Several areasremain to be addressedin future work. One is to generalizethe
LBAAP problem by allowing di�erent nodes to have di�erent load bounds,
and developcorrespondingalgorithms. Even in the context of a singletree, the
generalizedLBAAP problem is much harder. Another extensionof our work
is to develop a VAS agent activation approach which works in a distributed
manner.That is, given a tree, each router makesdecisionson agent activation
locally, basedon the information from its parent, children, and siblings in the
tree.
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6 Related Work

From a theoretical standpoint, the LBAAP problemresemblestwo well-known
graphtheoretic problems:the k-medianproblemand the facility location prob-
lem. Given a graph with n nodes,the k-median problem is to selectk out of
n nodesasservicecenters so as to minimize the sum of the cost of each node
accessingits nearestservicecenter. Tamir [18] studied the k-median problem
in a tree topology and proposedan optimal algorithm. Li et al. [19] used a
similar approach to optimally place web proxies in a tree topology with a
web server at the root. Their objective is to minimize the overall latency in
serving client requestsfrom the leavesof the tree. Qiu et al. [20] studied the
sameproblem in a graph topology and proposedvarious heuristics.Krishnan
et al. [21] studied the problem of optimal placement of web caches.Their goal
is to minimize the overall 
o w or the averagedelay by placing a given number
of caches into network. Shah et al. [22] studied the k-median problem in the
context of content-based multicast. They de�ned a �lter placement problem
as a variation of the k-median problem and provided two algorithms for op-
timal �lter placement with the objective of minimizing mean total network
bandwidth utilization and meaninformation delivery delay.

In the facility location problem,besidesthe costof accessingthe nearestservice
center (facilit y), there is alsoa cost of building a facility onto a node to make
it becomea servicecenter. The objective is to �nd a solution (including both
the number and locationsof the facilities) of minimum total cost [23].Guha et
al. [24] introducedthe Load BalancedFacility Location Problem wherein the
constraint of having a minimum load on facility nodesis addedto the original
de�nition of the facility location problem. They proved that this version of
the problem is NP-completeand presented a constant factor approximation
algorithm for it.

With respect to practical aspects, Papadopoulos et al. [25] investigated the
performanceof reliable multicast under various deployment strategiesof the
supporting functionality. Many studies have beendone on the placement of
other kinds of functionality agents in the context of reliable multicast [26,27].
The objective of theseworks is to reducethe number of retransmissions,la-
tency, and resourceutilization. In contrast, our work is to activate a set of
NAK suppressionagents in the multicast tree topologiesof currently existing
reliable multicast sessions,minimizing the total overheadand satisfying the
load constraints on routers. Moreover, our work is a �rst step in exploring
the tradeo� between the performanceand overheadof network-assistedDoS
defensemechanisms.
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7 Conclusion

In this paper, we have explored the relationship betweenthe performanceof
value-addednetwork services(VAS) and the overheadimposedon routers by
the VAS agents realizing those services.In particular, we have discussedthe
load-balancedagent activation problem (LBAAP) derived from the context of
both reliable multicast and DDoS defense.The goal of the LBAAP problem
is to activate VAS agents in the network with a manner that not only satis�es
performancerequirements but also avoid load imbalanceamong routers. We
have developed a polynomial running time algorithm for the LBAAP problem
in single tree case,and have proposeda heuristic for the LBAAP problem
in multiple tree case.Finally we have evaluated the performancesof various
approachesfor VAS agent activation through simulation.

Reliable multicast and DDoS defenseare amongmany Internet servicesthat
require or greatly bene�t from the aid of various VAS agents located at
routers. Those agents introduce non-trivial overheadon the routers hosting
them. Reaching a balancebetweenthe performanceof thoseservicesand the
overheadincurred by the VAS agents is a task worth delving.
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